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Requirements Overview

Requirements Overview

As part of FedRAMP authorization, Yardi is required to implement multifactor authentication
(MFA) on each application. Since MFA must be an integral part of the application, the previous
requirement that SiteMinder be used is no longer needed. Yardi will implement YardiOne on each
of the HUD applications.

As part of the MFA implementation, usernames will now be an individual’s email address instead
of their current H number, C number, or manually assigned username.

This document will cover the changes that were made to support the new requirements.
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What is YardiOne?

What is YardiOne?

YardiOne is a single system to manage user security. Depending upon current access, it allows
users to access multiple platforms (P260, P260 Portal, NAID Portal and HUD Homestore) using the
same credentials. Login credentials are stored outside of P260 and other databases allowing for
increased security. Users will be required to log in via their email address and password and then
use a secondary method of verification.

This feature replaces the current authentication method against the HUD Active Directory using
SiteMinder. Additionally, there will be no need to select a specific server to log into.

YardiOne User Registration (Existing P260 Users)

Users who previously had access to P260 will be required to register their email address on
YardiOne so they can provide a new password and choose their authentication method.

Note: Users are not able to log into P260 until they have registered on YardiOne. This workflow
is required only the first time you access P260 with your email address.

Access the P260 Home Page

User will start, as usual, on the application’s home page which is accessed from
www.HUDP260.com.

Voyager HUD P260 Login
® ONLINE
If you have a YardiOne account, select "Sign In With YardiOne"
To create a new YardiOne account, select "Set Up YardiOne'
SYSTEM HOURS
YardiOne lets
Weekdays: 7 AM — 9 PM ET anciIL SIPRarLS |
security k
Saturdays: 8 AM — 6 PM ET passcode.

Federal holidays excluded ——

HELP DESK HOURS

Weekdays: 8 AM — 8 PM ET

Federal holidays excluded

t. 805-699-2053
HUDhelp@yardi.com

Sarver ID- 323214

P260 YardiOne MFA and Associated Changes 2


http://www.hudp260.com/

YardiOne User Registration (Existing P260 Users)

Accessing YardiOne for Initial Setup
Users click the “Set Up YardiOne” button.

Set Up YardiOne

\D)

Yardi One

Y YARDI

Enter your username and click Submit

Username 2

SUBMIT

Users enter the email address that was previously used in P260 into the Username field and click
the SUBMIT button. Once submitted, an email is sent to the email address supplied.

QD
YardiOne

Email Sent

Check your email for instructions on how to reset
your password.

To ensure the receipt of your email, please add

no-reply@yardione.com to your contacts or
email address book.

CONTINUE

If you do not receive an email, one of the following reasons may apply:

e The email was delivered to your Junk or Spam folder.

e You supplied an invalid email address.

e The email address you supplied is different than the email address previously used in P260.

e That email address has already been registered through YardiOne, and you are set up to log
into P260.

If any of the first three reasons apply, please review the FAQ's. If you are still having issues, reach
out to the Yardi Help Desk at HUDhelp@yardi.com or (805) 699-2053.
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YardiOne User Registration (Existing P260 Users)

Entering Credentials into YardiOne

Users will receive the following email:

Hi Bwlel e

sl

You recently requested to set your password for your YardiCne account from
https:/fhud.yardione.com. Click the button below to set it.

Set your password

next 20 minutes.

Thanks,
Yardi Security

ow into your web browser.

It you did not authorize this request please ignore this email. This link is only valid for the

If you're having trouble clicking the Set your password button, copy and paste the URL bel

https-//hud yardionecoreqa com/pw?token=e7355a6d-e8de-4dc9-8552-05b30803c6b1

Note: This link expires in 30 minutes. If you do not set your password within that time, you will
need to go back to Accessing YardiOne for Initial Setup to resend the link.

Users will click the “Set your password” button which will open a new YardiOne page where users
enter and confirm their password. Passwords must meet the following requirements:

e At least 12 characters

e At least one digit (0-9)

e At least one special character

e At least one lowercase letter (a-2)
e At least one uppercase letter (A-Z)

Yardi One

Set your password @

Enter and confirm your new password then click Set
Password.

Confirm Password

SET PASSWORD

After entering and confirming their password, the user then clicks the SET PASSWORD button.
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YardiOne User Registration (Existing P260 Users)

)

YardiOne

Set password confirmation

Your password has been set. Please click here to
log in.

After setting the password, a message with a link to log into P260 will display. When the
user clicks on the link a login screen will display.

QD

YardiOne

Username 2

= F

Forgot password

LOGIN

After entering login credentials, and logging in, a message will display letting the user know they
must select one multifactor authentication method.

Multi-factor authentication required X

Multi-factor authentication is required by your company. At least
one multi-factor authentication record is required setup before

continuing.

There are three multifactor authentication options:

o Text (SMS) verification
e Authentication software verification
e A physical security key
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YardiOne User Registration (Existing P260 Users)

Text (SMS) Verification

Text (SMS) verification

Users wishing to receive a text (SMS) message with a backup option of a voice-based message will
select that verification option by clicking Register. They will then enter a mobile phone number.

Text (SMS) registration

Please enter a mobile phone number to send a verification code via o SMS text message. Verifying this setup will allow
you to use SMS-based multi-factor authentication and, as a backup, veice-based multi-factor authentication.

Mobile Number

E= +1~ 201-555-0123

Back To MFA Registration

After the Mobile Number is entered and submitted, the user will receive a text message
confirmation with a verification code.

Note: This code will expire in five (5) minutes but you can click Resend to send a new code.
If you supplied an incorrect Mobile Number, you can go back and correct that number.

SMS One Time Password Registration

Please enter your verification code
Sent to mabilg ******=**214

Verification Code

You can reguest a new code in 00:02 seconds

Once the code is entered, users click the Verify button. If this is successful, a final step of accepting
both the Terms and Conditions and Privacy Policy will be required. If the supplied code is incorrect
or no longer valid, a message will display with instructions.

Terms and Conditions

Do you accept the site's terms and conditions?

«J)
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YardiOne User Registration (Existing P260 Users)

Privacy Policy

Do you accept the site’s privacy policy?

oo

Users will then be able to log into P260.

Authenticator Verification

Authenticator verification

This choice assumes the user has downloaded an Authenticator app to their cell phone.

To choose the Authenticator option, the user clicks the Register button which will take them to
the following screen with setup instructions on their mobile device.

Authenticator registration

1. Search for "authenticater” in your app store.
2. Open the app.

3. Use your Authenticator app to scan the GR Code

"

OI[SF:

Or enter this code HNVE BEDT 3PJB OELG 5JDG WVEA

4. Verify the pairing was successful by entering o code below.

Code generated by app

Back To MFA Registration

The authenticator app will generate a code. Users will enter the code and click the Submit button.
If it’s successful, registration will be completed and the user will be able to access P260 and log in.

Authenticator Registration Completed

Completed

Back To MFA Registration
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YardiOne User Registration (Existing P260 Users)

Security Key Option

Security key

After clicking the Register button, the user will be prompted to enter a Friendly Name and click
Submit. If you wish to select a different option, you may click Back to MFA Registration.

Security key registration

Please provide a friendly name for your Fido device

Friendly Name

Yu bikexj

Back To MFA Registrotion

Once submitted, a message will appear which will guide you through the process to set up your
security key using the USB Port.

Windows Security

Security key setup

Set up your security key to sign in to hud.yardionecoreqa.com as

This request comes from Chrome, published by Google LLC.

Windows Security

Continue setup

g8

Insert your security key into the USB
port.

Cancel
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Logging into P260

Windows Security

Continue setup

i

Touch your security key.

Cancel

Upon triggering your compatible security key, the page will display a message that the key
registration was completed.

Completed

Back To MFA Registration

After you click “Back to MFA Registration” you should see that your security key is now enabled as
the MFA method on your account.

Multi-factor registration

Logging into P260

Once you are registered in YardiOne, users will be able to successfully log into P260. User will
access the application’s home page. This may be accessed from www.HUDP260.com.

P260 YardiOne MFA and Associated Changes 9
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Logging into P260

Voyager HUD P260 Login

® ONLINE .
If you have a YardiOne account, select "Sign In With YardiOne"

To create a new YardiOne account, select "Set Up YardiOne'

SYSTEM HOURS

YardiOne lets you access multiple accounts with a single login

Weekdays: 7 AM — 9 PM ET and it supports Multifactor Authentication which enhances
security by requiring both a password and an additional
Saturdays: 8 AM — 6 PM ET passcode.

Federal holidays excluded
Sign In With YardiOne Set Up YardiOne

HELP DESK HOURS

Weekdays: 8 AM — 8 PM ET
Federal holidays excluded

R, 805-699-2053
HUDhelp@yardi.com

Server ID: 323214

To log in, click the Button which will display the YardiOne login page.

Yardi One

Username 8

Password = pF

Forgot password

LOGIN

After entering your Username and Password and clicking LOGIN, you will be presented with your
secondary authentication method depending upon whether you chose the Text (SMS),
Authenticator, or Security Key verification.

Text (SMS) Verification

If you chose the Text (SMS) Verification option, you will see the following screen and a Text (SMS)
message will be delivered to your Mobile device with a verification code.
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Logging into P260

QD
Yardi One

Enter the code sent to your phone

Verification Code

You can request a new code in 00:17 seconds
SUBMIT
RESEND VIA SMS

RESEND VIA VOICE

Users enter the Verification Code and click SUBMIT. If the code is valid, you will be logged into P260.

If you do not receive a Text (SMS) Message or the code expires, you will have the option to Resend
a new code via Text (SMS) or Resend a new code via Voice which will call your mobile device with

a spoken code.

Note: Depending on your carrier or other issues, you may need to resend Text (SMS) multiple
times. If you are unsuccessful resending via SMS, try resending via Voice.

Authenticator Option

If you chose the Authenticator verification option, you will see the following screen. Users will
open the authenticator app on their mobile device and enter the code.

QN
YardiOne

Enter the code from your Authenticator App

Verification Code y

You can request a new code in 00:24 seconds

SUBMIT

Once the correct code is entered and the SUBMIT button is clicked, the user is authenticated and
logged into P260.
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Forgot Password Process

Security Key

If you chose the Security Key option, you will see the following:

Windows Security

Making sure it's you
w_—
Please sign in to hud.yardionecorega.com. ‘ >

This request comes from Chrome, published by Google LLC.

8 YardiOne

Touch your security key.

Forgot Password Process

Although there are multiple methods to reset your password, the most convenient method is by
clicking the Sign In With YardiOne option on the P260 Home page. This displays the YardiOne

login page where a Forgot password link appears:

\l
Yardi One

Username
@gmail.com e

= £

Password

Forgot password

LOGIN

Clicking the link will display a new screen where you will enter your Email Address and click

SUBMIT.
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Forgot Password Process

YardiOne

Enter your username and click Submit

Username

2

SUBMIT

An email will be sent which will allow you to update your password.

YardiOne

Email Sent

Check your email for instructions on how to reset
your password.

To ensure the receipt of your email, please add

no-reply@yardione.com to your contacts or

email address book.

CONTINUE

i e | R,

You recently requested a password reset for your YardiOne account from
https-/fhud.yardione com. Click the button below to reset it

Reset your password

If you did not request a password reset, please ignore this email. This password reset is only
valid for the next 30 minutes.

Thanks,
Yardi Security

If you're having trouble clicking the password reset button, copy and paste the URL below in
to your web browser.

https://hud.yardionecoreqa.com/pw?token=94fe62e7-ec2e-4657-bi25-a535d2aatdic

Clicking the “Reset your password” button will open a new YardiOne screen where you will enter

and confirm your new password.

P260 YardiOne MFA and Associated Changes
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YardiOne Post-Registration Options

Passwords must meet the following requirements:

e At least 12 characters

e At least one digit (0-9)

e At least one special character

e At least one lowercase letter (a-z)

e At least one uppercase letter (A-Z)

QD
Yardi One

Reset your password @

Enter and confirm your new password then click Reset
Password.

Confirm Password

RESET PASSWORD

Once you reset your password, you will be able to access the Login page to use your new

credentials.

YardiOne Post-Registration Options

After a user is set up in YardiOne, they will have the option to make changes to their account by
clicking on My Profile under the user’s name on the upper right-hand side of the screen.

@l o -

® My Profile

The user will have the opportunity to change their MFA selection and their mobile setup as well.

P260 YardiOne MFA and Associated Changes
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YardiOne Post-Registration Options

My Profile

Prefile Image

©

Choose File | No file chosen

Email
First Name

Last Name

Update Profile FC

@GMAIL.COM

hange Password

Upload

¥= MFA Settings Mobile Setup

Change Password

Users will have the option to change their password from the YardiOne profile screen; however,
there are other methods to update their password as well.

To change your password using this option, click the Change Password button and then supply
your current and new passwords.

| P Change Password

Change Password

Current Password

New Password

Confirm New Password

Update Password Back

Update MFA Authenticator Preferences

If users would prefer to use a different method of authentication than previously selected, they
can click the MFA Settings option.

7= MFA Settings

P260 YardiOne MFA and Associated Changes
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YardiOne Post-Registration Options

Clicking this option displays the current authentication method highlighted in green.

Multi-factor registration

v
Security key Text (SMS) verification

-

To change your option, click the trashcan E icon to remove the current authentication setting.
You can then choose another option and go through the steps under Entering Credentials into
YardiOne.

P260 YardiOne MFA and Associated Changes 16



Adding Appraisers (AM Function)

Adding Appraisers (AM Function)

The preferred method for adding appraisers is by having AM1 or AM2 users access their Appraiser
User Setup screen in P260.

Case Management Vendor Managament Disbursements
Case Search -
e Activity Dashbg

AM Case Management Functions

Approve Multiple Dispositions r

AM-FSM-HOC Contacts Setup ter filter text...

Indemnification Case Search

Reconveyance Acg. Search

Portal Manageme@ | Appraiser User Setup

Case Management Code Maint. Inspector User Setup

0 Approve Portal Appraisals

Approve Portal Inspections

Once AM users are viewing the Appraiser User Setup screen, they will have the ability to search
for a specific appraiser using the Filter User fields.

\ =
Searth Back SEvE
Filter Users
First Name Ema
Last Name
Usar Nama/Ema ACCOUNT STatUs A
Asset Manager (AM)
Modify Users

To create a new user account, select the Add User button below.

#Add User

Grnup‘ First Name * Last Name®* User Name/Email Phone Number

APP1

APP1

To add an appraiser, click the Add User button to display the Manager Appraiser Access screen.

Add User
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Adding Appraisers (AM Function)

Manage Appraiser Access

A

Back | Save

User Information

Personal Email *

First Mame*

Last Name *

Group * i

The AMs can type the email address of the user they want to add. This can be an existing
Appraiser user or a new user. If the user email address is in P260, the screen will display their first
and last name. The AM will select the Group Access Level of APP1. Clicking the Save button will
save the Appraiser user.

The newly added Appraiser user will now be viewable from the Appraiser User Setup screen. If the
user was new or was preexisting and inactive, the user will show with a status of “Pending” and a
confirmation email will be sent to their email address.

|APPW

Deactivate User

‘ L ‘ E 90 Pending  Add/View ContractAres  Update Email Address  Resend Email Verification

Zearch menu...

Reports (QA Admin) Case Management Vendor Management Disbursements

Manage Appraiser ACcess m

T Functions
Dack

AddMiew Contract Areg

User Information

First Mame I
Last Mame £
Uzer Mame i |

Current Company Access F

Note: Be sure to click the Add/View Contract Area link to add the appropriate contract area(s) for
the appraiser from either Manage Appraiser Access screen or Appraiser User Setup screen.
Otherwise, the appraiser will not have access to any cases. Contract

Before the Appraiser user can sign in to the P260 Portal, they will need to confirm the email link
sent to their email address and sign up for a YardiOne account. They will also need to set up MFA
settings for their YardiOne account. Once they have confirmed their email link, their user status
will change to Active.
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Adding Inspectors (FSM & AM Function)

Adding Inspectors (FSM & AM Function)

The preferred method for adding inspectors is by having AM1/AM2 or FSM1/FSM2 users access
their Inspector User Setup screen. The example below is for AM users.

Case Management
Case Search

AM Case Management Functions
Approve Multiple Dispositions
AM-FSM-HOC Contacts Setup
Indemnification Case Search
Reconveyance Acq. Search

Portal Manageme@

Case Management Code Maint.

Vendor Management

o

Disbursements

e Activity Dashbg

ter filter text...

Appraiser User Setup

| Inspector User Setup

Approve Portal Appraisals

Approve Portal Inspections

Once FSM or AM users are viewing the Inspector User Setup screen, they will have the ability to
search for a specific inspector using the Filter User fields.

Filter Users
irst Name
set Name

ser Name/Ema

Modify Users

[0 create a new user account, select the Add L

User button below.

Add User

BRecordisifound) [ B [@

Group* First Name*

IN51
INST

INS1

Last Name * User Name/Email

Phone

Add User

To add an inspector, click the Add User button to display the Manager Inspector Access screen.

P260 YardiOne MFA and Associated Changes
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Adding Inspectors (FSM & AM Function)

m

Back | Save

User Information
Fersonal Email=
First Name *

Last Name™

Group * o

The AMs/FSMs can type the email address of the user they want to add. This can be an existing
Inspector user or a new user. If the user email address is in P260, the screen will display their first
and last name. The AM/FSM will select the Group Access Level of INS1. Clicking the Save button
will save the Inspector user.

The newly added Inspector user will now be viewable from the Inspector User Setup screen. If the
user was new or was preexisting and inactive, the user will show with a status of “Pending” and a
confirmation email will be sent to their email address.

[153] I | - E) Pe',:'r!!'
Reports (QA Admin) Case Management Vendor Management Disbursements Cq

Manage Inspector Access

> Functions
Back

AddView Contract Area

User Information

First Mame
Lz=t Mams
Uzer Mame i

Current Company Access F

Note: Be sure to click the Add/View Contract Area link to add the appropriate contract area(s) for
the inspector from either Manage Inspector Access screen or Inspector User Setup screen.
Otherwise, the inspector will not have access to any cases.

Before the Inspector user can sign in to the P260 Portal, they will need to confirm the email link
sent to their email address and sign up for a YardiOne account. They will also need to set up MFA
settings for their YardiOne account. Once they have confirmed their email link, their user status
will change to Active.
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Additional Changes

Additional Changes

Several other screens and processes were impacted by the new MFA requirement. The items
below provide those details.

HUD ID Display (H# and C#)

Although users will no longer log in with their H# or C#, those are still required for each user when
setting up new P260 users. Many screens and reports include both the username (previously HUD
ID and now the email address) along with their First Name or Last Name when reporting who
performed the action. Since the username has been replaced by the email address, many screens
and reports will need to be updated so they display the HUD ID instead of the email address.

Restrictions Logging into Both P260 and the P260 Portal or NAID Portal

HUD users and contractors will be able to access only P260. Active P260 users will not be able to
access the P260 Portal or the NAID Portal. Conversely, P260 Portal and NAID Portal users will not
be able to log into P260 if they are an active P260 Portal or NAID Portal user.

Transition Users

Transition Users will need to request access from the Help Desk if they need to access cases that are
no longer viewable to their user. Help Desk staff will temporarily change the group access to TRANS.

Update Email Address

Users have the option to update their Email Address from the User Info > Update Personal Information
menu within P260.

To update your Email Address, click the Update Email Address toolbar button which will display a
screen where you will enter and confirm your new Email Address.

HUD Change Personal Info

Save | View  Update

Mode |  Email
Address

Change Emai Tip: Highlighted fizlds with an ssterisk (*) nex: @o their Isbel or in thair column heade
Address = reouie

- Q

Save Cls
Previgus Email Address
Mew Email Address™
Confirm Mew Email Address*
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Additional Changes

Once the Email Address is added, confirmed, and saved, the user will be required to verify their
new Email Address and complete the YardiOne Registration.

If the new Email Address does not currently exist in P260, the user will receive an email to verify
that they have access to the email address that was set up. At this point, the user is still considered
as “Active”, but they will not be able to log in with their new Email Address until they verify their
new Email Address. They will receive both an email to their previous account, as well as an email
to the new email address.

Email to old email address:
Hella,

The account email address for your P260 user account was requested to be changed from
to

If you did not initiate this email address change or you do not recognize the new email address, please contact
the Help Desk at HUDHelp@Yardi .com or (805) 699-2053. The Help Desk hours are 8 am to 8 pm Eastern Time,
Monday through Friday, except for federal holidays.

Mote: This is an auto-generated mail. Please do not rephy.

Email to new email address:

Hello,
A request has been submitted to verify the email address for your P260.

Please navigate to https://www.yardipca.com/39444p260gaalphaljsp/HudVerifyEmailAction. jsp?

verifyEmailToken=7df63a2f-ar4c-4a20-ad09-54c910ad3b04 to verify this email address.

This temporary link will expire in 24 hours.
Email verification is required when an account becomes active or when an account email is changed.
If the werification link has timed out, please contact your administrator and ask them to send you a new one.

Mote: This is an auto-generated mail. Please do not reply.

The email recipient will click the link to verify the new email address.

Voyager HUD P260 Login

ECHLINE Sign In With YardiOne Set Up YardiOne

Email verification successful. Please click the Sign In With

SYSTEM HOURS : st 3
YardiOne button and begin using your new email address to log

All day except: 3 AM — 4 AM ET into the system.
Sundays except: 5 PM — 8 PM ET

Federal holidays excluded
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Additional Changes

Note: The link will expire in 24 hours. If the user does not receive the email or the link expires,

they can resend by going back to the User Info > Update Personal Information screen by logging in

under their prior username and clicking the Resend Verification Link toolbar button.

HUD Change Personal Info

By
B R
Save  View Update Resend
Mode = Email Emnail
Address Verification

Once the verification is complete, the user will be required to register on YardiOne with their new

Email Address where they will create a password and select a secondary authentication method
which is outlined in YardiOne User Registration (Existing P260 Users). After this step is complete,
they will be able to log into the P260 using their email address, password, and secondary

authentication method as shown in Logging into P260.

If the User Cannot be Added

If the user’s Email Address is associated with a user who has P260 Portal or NAID Portal access, they
will be prevented from being added as a P260 User. If this occurs, the following message will appear:

_ wye rdli pea.com says .

Emazil exists for another account. Enter a different email address. Please

Change Email . )
B p— contact the Help Desk if you have guestions.

A 55

2

Close

Previous Email Address
New Email Address™
Confirm MNew Email Address ™ |{
J2EE T3
323214

B 2023 Yardi Svstems, Inc,
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Additional Changes

User Unlocking

If a user tries to log in with an incorrect password three times within 15 minutes, the user will see

the following message:

YardiOne

Your account is locked. Please wait a few minutes

before trying again.

Username

evanyardi+824mor2c@gmail.com

Password = pF

Forgot password

The user can wait 15 minutes and try again, or an Admin user can log into YardiOne, find the

username, and click Unlock button:

User (PELPHDZANR YJELC RXRTF - EVANYARDI+824MOR2CEGMAILCOM)

User Greup Pronvision

First Mame Email {Usemame]

PELPHDZAMR

Last Mame

YIELC RXRTF

Reports

[ Access to Admin Settings
B Display Banners
Email Notifications
Recuire MFA
B Email Confirmed
5 Admin Perm -
| inactrve

| AP1 User

FEMAILCOM

) CMODHFNMYS CLGLBFIRC =

+ Add New
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